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Disclaimer – This eBook is presented for informational purposes only. The opinions 

stated here are not intended to recommend any cybersecurity investments or to provide 

cybersecurity advice. All material presented in this eBook is not to be regarded as 

cybersecurity advice or consulting, but for general informational purposes only. You are 

solely responsible for making your own cybersecurity decisions. By opening or reading 

this eBook or consuming the content on our site, you are indicating your consent and 

agreement to our disclaimer in the broadest sense.

We decided to provide this in eBook format, 
so the hyperlinks and dynamic menu system 

would further assist the reader.
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When it comes to cyber insurance for businesses, the old adage “you don’t know what you don’t know” couldn’t ring 

any truer. Nearly every business leader can grasp the threat and potential for chaos that a fire, a flood, or a hurricane 

could rain down on their company, but cyber threats? Not so much! Terms like phishing, ransomware, and malware 

are common enough, but their threat levels and their implications are much more slippery to understand.

The rise of remote working, initiated by the COVID-19 pandemic, caused the threat of cybercrime to magnify as 

employees accessed company networks from home, from public networks, and without considering or having proper 

security measures in place. According to PwC’s Digital Trust Insights Pulse Survey, cybercrime did $6 trillion in 

damage around the world in 2021 and is predicted to do $10.5 trillion by 2025.

Cyber insurance has been around in some form or fashion for more than three decades. As demand has pushed up 

for services rapidly since COVID, cyber insurance premiums have spiked in turn, rising 74% in 2021, according to S&P 

Global Market Intelligence. But given that 86% of organizations in the US suffered at least one cyberattack in 2021, 

it puts decision-makers in a tough position: Pay through the nose for coverage with not a lot of knowledge of what 

you’re getting or cancel the premium and hope your own IT security team can keep sticky cyber fingers from swiping 

the key from under the mat and sneaking inside to wreak havoc.

Knowledge is always the best weapon in a CEO’s arsenal, and cyber 

insurance is no exception. The following 9 points are essential for making 

the best decisions on how to best protect your company.

https://www.pwc.com/us/en/services/consulting/cybersecurity-risk-regulatory/library/2021-digital-trust-insights.html
https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/insurers-revisit-cyber-coverage-as-demand-premiums-spike-70880071
https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/insurers-revisit-cyber-coverage-as-demand-premiums-spike-70880071
https://cyber-edge.com/wp-content/uploads/2021/04/CyberEdge-2021-CDR-Report-v1.1-1.pdf
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Cyber insurance has four insurance agreements that encompass most, but not 

all, policies. They are:

• Network security and privacy liability

• Network business interruption

• Media liability

• Errors and omissions

Network security is the most well-known, as it covers things like malware 

infections, data breaches, ransomware, and a business email address being 

compromised. Privacy liability encompasses potential financial restitution that 

could come from your company being sued or fined for data breaches.

Network business interruption covers your business being unable to operate as 

the result of a hack, along with lost profits or extra costs.

Media liability implies having to pay to defend your brand and business through 

advertising and social media posts if anything you own that you qualify as 

intellectual property (IP),or a patent is infringed upon.

Errors and omissions refer to a cyber-attack that keeps you from fulfilling your 

own business obligations, such as if a power company was hacked and failed to 

provide electricity to a neighborhood for a certain period of time.

Basic Types of Insurance Agreements
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It might seem like common sense, but the fact of the matter is that many C-suite 

executives have the assumption that “everything” is covered under a cyber 

insurance policy, only to find out that there are very cut-and-dried limitations. A 

policy might cover the costs of restoring your data and bringing your network 

back online after a breach, but will it pay for an investigation to see how the 

thieves got in? If the cyber criminals get away with 75,000 customer credit-card 

numbers, will your insurance company notify all of them and tell them what steps 

to take to protect themselves? What happens when the hack gets posted online 

and your company is getting crushed on social media? Does the insurance 

company handle media requests and public relations? Or does that burden fall on 

your leadership, who may or may not know how to explain what happened and is 

feeling the time crunch of a closing window to get a statement out before 

customers lose trust and their brand is tarnished? If it takes legal counsel or 

some other consultant to understand the nuts and bolts, then get it done now to 

know exactly what your policy entails.

You Have to Know What Your Policy Covers

Bricking refers to a loss of use or functionality of hardware (such as 

servers) as a result of a hacking event. While malicious software may 

be removed, hardware may still be considered untrustworthy and 

require replacement. This coverage provides for the cost to replace 

such affected hardware.
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You Have to Know What 

Your Policy Covers
2

Ask someone to name a famous incident of a cybersecurity breach and you’ll 

hear big names like Target, Equifax, Yahoo, and Facebook. Everyone remembers 

them because they were already household names, and we expect them to have 

better security than that! But attacks like that are months in the making and often 

involve teams of criminals to pull them off. Typical cybercriminals are just as 

impatient as regular criminals; they’d much rather hit something quick and easy 

than something enormous and with a high risk of getting caught. That’s why they 

target small businesses so much.

Cybercriminals Love Small Businesses Too

They are fully aware that most 

have small budgets for their 

cybersecurity posture and cyber 

insurance or perhaps no budget 

at all. The clever ones are 

watching for telltale signs like 

domain name registration and 

declaration of a new startup via 

newsfeeds and social media 

accounts to start testing 

security immediately.

https://www.forbes.com/sites/edwardsegal/2022/03/30/cyber-criminals/?sh=50e9565a52ae
https://www.forbes.com/sites/edwardsegal/2022/03/30/cyber-criminals/?sh=50e9565a52ae
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You Have to Know What 

Your Policy Covers
2

Cybercriminals Love 

Small Businesses Too
3

If your business is successful, it’s going to evolve. Think how rapidly business 

technology has moved from on-premises to cloud computing in the past decade-

plus. Standard business technology from 2002 is more at home in a museum 

than in an office in 2022. Cybercrime is constantly evolving in techniques, 

technology, methods of delivery, and the search for security vulnerabilities. If 

your insurance policy only covers distinctive types of malware, what is going to 

happen when a new strain arises or a zero day threat and your company gets hit? 

Companies need their own experts and credible threat intelligence on the biggest 

threats to their industry so that they can get the right type of policy and the 

correct coverage amount each time it’s up for renewal.

Flexibility is a Must in Cyber Insurance Policies
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If you use anything Google, you know that in the 

last year, the mega hub of technology has switched 

to demanding multi-factor authentication (MFA) 

from its users. Usernames and those unique 

passwords aren’t secure enough anymore. You 

also need to verify via a push request sent to 

another device to verify that you’re really you. An 

IBM report tagged the average cost of a data 

breach at $4.26 million in 2022, which no cyber 

insurance company wants to have to pay for. 

Cyber Insurers Often Require Multi-Factor Authentication (MFA)

While most cyber insurance providers require multi-factor 

authentication (MFA) in place before the policy is put enforce, it is 

still a negotiation. Some insurers are allowing companies to roll out 

MFA in stages, with admins or users with escalated privileges 

required to utilize it immediately upon activation of the policy, and a 

phased rollout plan for everyone else to give them time to roll it out 

into production and train up their staff.

Thus, the industry is now often mandating that any company requiring an 

insurance policy exceeding six digits must have or install MFA for its users. MFA 

is reported to help quell upwards of 80% of cyberattacks, but there are costs and 

time to install to consider.

https://www.ibm.com/security/data-breach
https://www.ibm.com/security/data-breach
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As evidenced in earlier sections, demand has so rapidly outpaced supply in the 

cyber insurance industry that premiums have spiked to budget-breaking levels. 

Naturally, as in any industry, a glut of supply leads to newcomers flooding the 

market seeking to make their name. The problem is that many of these new 

players haven’t done their homework, their underwriting is sloppy, and they often 

don’t actually have the financial backing they need should multiple clients suffer 

multiple attacks in a short period of time. Nothing against startups in general, of 

course, but due diligence is a must when you’re pricing cyber insurance 

providers, particularly if you’ve never heard of one that comes in with a much 

lower bid than the rest. This is a perfect example of the age-old adage buyer 

beware.

Cyber Insurance Startups are Often in Over Their Heads

Cyber Insurers Often Require 

Multi-Factor Authentication (MFA)
5

https://hbr.org/2021/01/cybersecurity-insurance-has-a-big-problem
https://hbr.org/2021/01/cybersecurity-insurance-has-a-big-problem
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If 86% of companies are going to be hit at least once per year by a cyberattack, 

then we must start thinking seriously about coverage limits for our cyber 

insurance. Most companies have two types: a limit per incident and an aggregate 

limit. The first is the maximum amount that can be paid out for a single attack, the 

second is the maximum for all attacks during the period of your policy. You’ll have 

to get clear definitions of what a single incident entails. Is it limited to 24 hours? 

What if the same attack happens multiple times in a 10-day period? Knowing all 

these points of fact described in this article will let you prepare for how much of 

your own funds might need to be allocated if something major happens.

Beware Coverage Limits and Reporting Requirements

Another big gotcha that happens all too often is when the insured organization has 

an incident take place and they failed to thoroughly review and understand the 

required reporting requirements. Many policies require the organization to report 

the incident to them before taking any major action or reporting the incidents to 

any authorities. If this reporting requirement is not followed, then they may deny 

the organization’s claim.  They do this for several reasons, but often they have 

their own resources on retainer to help with the incident and to manage costs. it 

also keeps them in the loop when evaluating claim.
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We’ve all heard about insidious efforts from hackers in Russia, North Korea, and 

China to strike at the US and others through cyber-attacks. But if one of these 

hits your company in the future, you might not be protected under your own cyber 

insurance policy. Lloyd’s of London released a bulletin in August 2022 

announcing that starting in March 2023, cyber insurance policies would exclude 

liability for losses coming from any “state-backed cyberattack.” That logic behind 

it for the insurance company is that these attacks would likely not be aimed at a 

single company, but an entire industry or region, thus making it next to 

impossible for the insurance company to be able to pay for all the incurred losses 

if dozens or hundreds of its clients all filed claims simultaneously. It’s not that 

unlike home insurance companies that won’t put certain policies on a beach 

house in a state where hurricanes are frequent because they know when a storm 

hits, every single property in the area will be filing a claim. On the flip side of that 

for companies, it puts them in a vexing conundrum given that most hackers 

aren’t introducing themselves as they break into your system, which means the 

insurance company would have to do a lot of due diligence to uncover who was 

behind the attack, with the company having only their word that it was a foreign 

state doing so and thus not making the claim payable.

Cyber War May be Excluded

Beware Coverage Limits7
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If you’ve ever ridden the subway in London, there’s one phrase that you see and 

hear everywhere: Mind the Gap. That’s the English’s very polite way of saying, 

“Hey dummy, there’s a hole here, don’t fall in,” but it rings true for any company 

doing business online as well. Not having insurance for a length of time is one of 

the most dangerous decisions you can make. You have to have a realistic idea of 

what risk your company is at and make plans accordingly to mitigate the 

possibility of damage being done. Installing preventive protection into your 

network is going to help stave off attacks any way you slice it, and those 

measures will also make it easier and less expensive to secure a cyber insurance 

policy. Doing business without insurance remains akin to swimming through 

shark-infested waters with an open cut on your leg. They’re going to be coming 

after you sooner or later, and if you don’t have support, it’s going to be a 

bloodbath. Companies must implement a risk management strategy that allows 

them to obtain at least the basic cyber insurance coverage common in their 

industry. It really comes down to utilizing solid threat intelligence and hunting, 

along with evaluating the types of data and systems that are in production. 

Evaluate Your Risk & Compliance Requirements; Avoid Insurance Gap

Beware Coverage Limits7

Especially if there is compliance and governance 

requirements like GDPR, CCPA and others that 

require that the organization to protect any 

personal data (PII, PHI and PCI) collected and 

stored. If there is a breach of that data, the 

required reporting requirements can be complex 

and rapid. For example, if you are a business in 

the United States and do business or collect 

European data covered by GDPR, then you have 

72 hours to report the breach and known details.
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Also, if that breach included data from multiple states in the US, then you have to 

report it to the Attorney General Office or designated representative for each 

state as well.  It can be very complicated and expensive. If not handled properly 

then potentially disastrous.

Beware Coverage Limits7

3 Common Types of Sensitive Data are: PII, PHI and PCI Data. These 

types of sensitive data need stronger protection and are often 

subject to compliance and governance. Here are the National 

Institute of Standards and Technology (NIST) definitions of these 

three types of sensitive data:

PII (Personally identifiable information)

Any data about a human being that could be used to identify that person.

PHI (Protected Health Information)

Individually identifiable health information that is:

(i) Transmitted by electronic media

(ii) Maintained in electronic media; or

(iii) Transmitted or maintained in any other form or medium.

PCI (Data Payment Card Information Data)

Any data related to the card holders' names, credit card numbers, or other 

credit card or financial information as may be protected by International, 

State and/or Federal law.



These nine points are key building blocks, forming a solid foundation of knowledge for you and your business to succeed 

in picking the correct insurance provider and the most relevant policy to protect your business from the short and long-

term damage caused by cybercrime.

9 Valuable Things Leaders Should Know About Cyber Insurance

Closing Thought

Because of the rising cost of cyber insurance, exclusions and other control requirements it is getting more difficult for 

many organizations to obtain cyber insurance and lower the risk to their organization. Yet due to the increased threat 

risks and more regulations, compliance with it is more often required, leaving some organizations in a tough spot.

While it may take some time, there is some silver lining, if other types of insurance are any indication, adopting effective 

security controls and ensuring a better risk management posture may force insurers to revise their risk models, resulting 

in better pricing, at least for those who take the proper actions and make substantive security investments.

Remember, strong cybersecurity is a journey, not a destination! Cyber 

insurance is one of the stops along the way in that journey.
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1. Discover and establish your level of risk

• Use threat intelligence or threat hunting to determine relevant risks

2. Determine what areas of organization need coverage

• Network security – LAN, WAN and Cloud

• Incident response in the wake of a data breach

• Coverage for lost or stolen on and off premise devices

• Business disruption as a result of a cyber incident

• Coverage for different types of incidents – ransomware, DDoS, etc…

• Public relations and Emergency and Crisis management

• Losses for affected 3rd party partners and their systems

• Forensic investigations and law enforcement activities

3. Conduct internal audit by qualified staff or get an assessment done by 3rd 

party if unsure about coverage after step 2 above

4. Understand data security and privacy compliance gaps

• Ensure proper coverage for potential claims against sensitive data 

exposure – Examples are PII, PHI, PCI Data leaks or exposure.

Cyber Insurance Checklist

Beware Coverage Limits7

Cyber War May be Excluded8
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5. Map insurance needs to insurance coverage areas

• Ensure your coverage is comprehensive, but relevant to actual risks

• Evaluate whether you need to request retroactive coverage to 

potentially cover a breach or cyber incident you are unaware of now 

• Determine if there is a need for third party coverage to cover partners 

in case their environment is impacted by yours

• Determine proper liability limits as needed after reviewing above

• Determine areas of potential negotiation regarding liability limits and 

potential exclusions

6. Evaluate risk vs premiums

7. Review proposed policy pricing and negotiate

8. Purchase policy, share coverage and reporting requirements with leadership

9. Review the policy annually and ensure proper coverage enforce

Beware Coverage Limits7

Cyber War May be Excluded8
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1. Show how you determined your level of risk via threat intelligence or threat 

hunting to determine relevant risks

2. List of the risks associated with the areas or proposed coverage

3. Relevant security measures and controls in place including Specific security 

policies for remote work and/or remote learning

4. Multi-Factor Authentication (MFA) in place and being used for access

5. Anti-virus and malware protection, especially for remote users

6. Capable patch management process and capabilities

7. Mandatory security and privacy training of employees and contractors

8. Monthly, weekly and incremental backups of critical data and information

9. Tested recovery process for critical systems, processes and applications.

10. Actionable and tested incident response and business continuity plans

11. Actionable and tested disaster recovery plan in case of potential significant 

and extended business outage

12. Proof of support from Leadership and Board/Council for sound cyber 

security practices

Common Items Asked For In a Pre-Coverage Audit

Beware Coverage Limits7

Evaluate Your Risk & Compliance 

Requirements; Avoid Insurance Gap
9
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Click on any of the logos 
to go to their site

All logos and trademarks are the property of their respective owners

https://www.chubb.com/
https://www.aig.com/business
https://www.travelers.com/resources/business-topics/cyber-security
https://www.cna.com/web/guest/cna/home
https://www.beazley.com/usa/cyber_and_executive_risk/cyber_and_tech/beazley_breach_response/cyber_services.html
https://www.axiscapital.com/insurance/cyber-technology-e-o/cyber
https://axaxl.com/insurance/product-families/cyber
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Cyber Insurance FAQ

What is commercial cyber insurance?

Commercial cyber insurance is a policy that provides protection for 

businesses in the event of a data breach. The policy can help to cover 

the costs associated with investigating and repairing the breach, as 

well as any financial damages that may occur as a result of the breach.

What type of business should get commercial cyber insurance?

Any business that relies on technology and/or stores or transmits 

sensitive data should consider purchasing commercial cyber 

insurance. This includes public and private sector businesses ranging 

from retail to healthcare to financial services industries. However, even 

businesses that don't rely on technology should consider purchasing a 

policy, as cyber-attacks can happen to any company.
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What does commercial cyber insurance cover?

Commercial cyber insurance covers a variety of costs associated with cyber-attacks and 

data breaches. While these policies can vary, most policies will cover the following:

Damages to property

A cyberattack can damage or destroy your company's property, including 

computers, servers, and data. Cyber insurance can help cover the costs of 

repairing or replacing this property.

Theft of data

A cyberattack can steal your company's data, including customer 

information, trade secrets, and passwords. Cyber insurance can help cover 

the costs of restoring this data.

Ransom payments

If your company is the victim of a ransomware attack, cyber insurance can 

help cover the cost of paying the ransom demand.

Legal expenses

If your company is sued as a result of a cyberattack, cyber insurance can 

help cover the cost of defending yourself in court.

Some cyber coverages include expenses related to notification costs, forensic 

investigations and reparations paid to customers as well. Also, additional coverage 

options may also be available, such as loss of revenue due to a data breach and fines 

and penalties assessed by regulatory agencies. Please note each policy may differ in 

coverage, so be sure to read the terms and conditions carefully. 
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How much does commercial cyber insurance cost?

The cost of commercial cyber insurance will vary depending on the size and complexity 

of the business, as well as the amount of coverage that is desired. However, most 

policies range anywhere from $2,000 to $100,000 per year.

Does commercial cyber insurance provide coverage for ransomware attacks?

Yes, many commercial cyber insurance providers have coverages for ransomware 

attacks and other types of cyber-attacks. Policies vary in terms of the amount of 

coverage that is provided, so be sure to read the terms and conditions carefully.

Is there a deductible associated with commercial cyber insurance?

There may be a deductible associated with commercial cyber insurance policies. The 

amount of the deductible will vary depending on the policy that is purchased.

Can I purchase commercial cyber insurance if my business doesn't have a 

website or not technology reliant?

Yes, you can purchase commercial cyber insurance even if your business doesn't have a 

website or doesn’t fully rely on technology. However, it's important to note that not all 

policies provide coverage for these types of businesses. Be sure to read the terms and 

conditions carefully before purchasing a policy.
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